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Legal Information

About this Manual

This Manual is subject to domestic and international copyright protection.
Hangzhou Hikvision Digital Technology Co., Ltd. ("Hikvision") reserves all
rights to this manual. This manual cannot be reproduced, changed,
translated, or distributed, partially or wholly, by any means, without the
prior written permission of Hikvision.

Please use this user manual under the guidance of professionals.

Trademarks

HIKVISION and other Hikvision marks are the property of

Hikvision and are registered trademarks or the subject of applications for
the same by Hikvision and/or its affiliates. Other trademarks mentioned in
this manual are the properties of their respective owners. No right of license
is given to use such trademarks without express permission.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, HIKVISION
MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT
LIMITATION THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE, REGARDING THIS MANUAL. HIKVISION DOES
NOT WARRANT, GUARANTEE, OR MAKE ANY REPRESENTATIONS REGARDING
THE USE OF THE MANUAL, OR THE CORRECTNESS, ACCURACY, OR
RELIABILITY OF INFORMATION CONTAINED HEREIN. YOUR USE OF THIS
MANUAL AND ANY RELIANCE ON THIS MANUAL SHALL BE WHOLLY AT YOUR
OWN RISK AND RESPONSIBILITY.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF
PRODUCT SHALL BE WHOLLY AT YOUR OWN RISKS. HIKVISION SHALL NOT
TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION, PRIVACY
LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, HACKER
ATTACK, VIRUS INSPECTION, OR OTHER INTERNET SECURITY RISKS;
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HOWEVER, HIKVISION WILL PROVIDE TIMELY TECHNICAL SUPPORT IF
REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT
LAWS IN YOUR JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO
ENSURE THAT YOUR USE CONFORMS THE APPLICABLE LAW. HIKVISION
SHALL NOT BE LIABLE IN THE EVENT THAT THIS PRODUCT IS USED WITH
ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE
APPLICABLE LAW, THE LATER PREVAILS.
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

A Indicates a hazardous situation which, if not avoided, will or
Danger . . .
could result in death or serious injury.

A . Indicates a potentially hazardous situation which, if not
Caution . - .

avoided, could result in equipment damage, data loss,
performance degradation, or unexpected results.

EE] Note Provides additional information to emphasize or
supplement important points of the main text.
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1 Overview

Axiom wireless security control panel, containing 32 wireless zones, supports Wi-Fi,
TCP/IP, and 3G/4G communication methods. It also supports ISAPI, Hik-Connect,
Contact ID, and NAL2300, which is applicable to the scenarios of market, store,
house, factory, warehouse, office, etc.

« TCP/IP, Wi-Fi, 3G/4G network,

» Connects up to 32 wireless zones, 32 wireless outputs, 8 wireless keyfobs, 4
relays, 2 repeaters, 2 sirens.

e Supports up to 13 network users, including 1 installer, 1 administrator, and 11
normal users.

»  Supports doorbell function: The detector rings like a doorbell when it is triggered
in disarming status.

e Voice prompt.
*  Wi-Fi AP mode.
» Configuration via Web client or mobile client.

»  Pushes alarm notification via messages, or phone calls.

D}] Note

Only device containing 3G/4G communication method supports this function.

* Views live videos and sends emails of alarm linked videos via mobile client.
* Uploads reports to alarm center.

* Long distance two-way communication with AES-128 encryption.

» Supports LED indicator to indicates system status.

* 4520 mAh lithium backup battery, supports up to 12 h power supply.
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2 Access into iVMS-4200/Web Client

You can login the iVMS-4200 Client Software or the web client to configure the
device's parameters. You can also configure the security control panel's network
parameters, alarm, permission, system, log search via the web client.

EE] Note

You should activate the device the first time you access it to the network for safety
reasons. For details, see Device Activation.

Access to iVMS-4200 Client Software

Download and install the software. Register to the software and add device
in Control Panel - Device Management -> Device for Management

[Ti] Note

* You should set the device port No. as 80.

* The user name and password when adding device are the activation user
name and password.

After the device is completely added, click Remote Configuration to enter
the device configuration page. You can configure the device parameters in
this page.

Access to Web Client

After the device is connected to the network, you can search the device IP
address via the iVMS-4200 client software and the SADP software. Input the
searched IP address in the address bar in the web page and press Enter. Use
the activation user name and password to login. You can configure the
device parameters in the web page.

2.1 Activation Description

In order to protect personal security and privacy and improve the network security
level, you should activate the device the first time you connect the device to a
network.
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You can create an activation password to protect your device from logging in by
other persons.

2.1.1 Activate Device via iVMS-4200

iVMS-4200 is a PC client to manage and operate your devices. Security control panel
activation is supported by the software.
Before You Start

» Get the client software from the supplied disk or the official website http://
www.hikvision.com/en/ . Install the software by following the prompts.

* The device and the PC that runs the software should be in the same subnet.
Steps

1. Run the client software.

Enter Device Management or Online Device.

Check the device status from the device list, and select an inactive device.
Click Activate.

LA S

Create and confirm the admin password of the device.

A Caution

STRONG PASSWORD RECOMMENDED-We highly recommend you create a strong
password of your own choosing (using a minimum of 8 characters, including
upper case letters, lower case letters, numbers, and special characters) in order
to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password
monthly or weekly can better protect your product.

6. Click OK to start activation.

Device status will change to Active after successful activation.

7. Modify IP address of the device.
1) Select a device and click Modify Netinfo at Online Device.

2) Change the device IP address to the same subnet with your computer by
either modifying the IP address manually or checking DHCP.

3) Input the admin password of the device and click OK to complete
modification.


http://www.hikvision.com/en/
http://www.hikvision.com/en/

Axiom Security Control Panel User Manual

2.1.2 Activate via SADP

SADP is a tool to detect, activate and modify the IP address of the device over the
LAN.

Before You Start

Get the SADP software from the supplied disk or the official website http://
www.hikvision.com/en/ , and install the SADP according to the prompts.

The device and the PC that runs the SADP tool should be within the same
subnet.

The following steps show how to activate a device and modify its IP address. For
batch activation and IP addresses modification, refer to User Manual of SADP for

details.

Steps

1. Runthe SADP software and search the online devices.

2. Find and select your device in online device list.

3. Input new password (admin password) and confirm the password.
A Caution
STRONG PASSWORD RECOMMENDED-We highly recommend you create a strong
password of your own choosing (using a minimum of 8 characters, including
upper case letters, lower case letters, numbers, and special characters) in order
to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password
monthly or weekly can better protect your product.

4. Click Activate to start activation.

01 - | Oeice ype | Secuty | 1ot Address | Port__| Schwar Verion | Ik Getewey | HTTP Rort| Device e No.

v 007 Inactive 192.168.1.64 |

Selettinactive devicé: m

Input and confirm
password.

Status of the device becomes Active after successful activation.


http://www.hikvision.com/en/
http://www.hikvision.com/en/
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5. Modify IP address of the device.
1) Select the device.

2) Change the device IP address to the same subnet as your computer by either
modifying the IP address manually or checking Enable DHCP.

3) Input the admin password and click Modify to activate your IP address
modification.

2.1.3 Activate Device via Web Browser

Use web browser to activate the device. Use SADP software or PC client to search
the online device to get the IP address of the device, and activate the device on the
web page.

Before You Start

Make sure your device and your PC connect to the same LAN.
Steps

1. Open a web browser and input the IP address of the device.

EE] Note

If you connect the device with the PC directly, you need to change the IP address
of your PC to the same subnet as the device. The default IP address of the device
is 192.0.0.64.

2. Create and confirm the admin password.

A Caution

STRONG PASSWORD RECOMMENDED-We highly recommend you create a strong
password of your own choosing (using a minimum of 8 characters, including
upper case letters, lower case letters, numbers, and special characters) in order
to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password
monthly or weekly can better protect your product.

Click OK to complete activation and enter Live View page.
4. Modify IP address of the device.
1) Enter IP address modification page. Configuration > Network - TCP/IP
2) Change IP address.
3) Save the settings.



Axiom Security Control Panel User Manual

2.2 Network Settings

2.2.1 Wired Network

If the device is linked to the wired network, you can set the wired network
parameters when you want to change the device IP address and other network
parameters.

Steps

EE] Note

The function is not supported by some device models.

1. Click Communication Parameters - Wired Network Parameters to enter the
Wired Network Parameters page.

Wired Network Settings
DHCP
IP Address 10.22.97.233
Subnet Mask 255.256.255.0
Gateway Address 10.22.97.254
MAC Address 00:40:b0:f8:d7:28
DNS1 Server Address 10.1.7.77
DNS2 Server Address 10.1.7.88
HTTP Port 80

Figure 2-1 Wired Network Settings Page

2. Set the parameters.
- Automatic Settings: Enable DHCP and set the HTTP port.
- Manual Settings: Disabled DHCP and set IP Address, Subnet Mask, Gateway
Address, DNS Server Address.

EE] Note

By default, the HTTP port is 80, which is not editable.




Axiom Security Control Panel User Manual

3. Optional: Set correct DNS server address if the device needs to visit Hik-Connect
server via a domain name.
4. Click Save.
2.2.2 Wi-Fi
You can set the Wi-Fi parameters if there are secure and credible Wi-Fi networks
nearby.
Steps
1. Click Communication Parameters - Wi-Fi Parameters .
2. Click Wi-Fi to enter the Wi-Fi page.
3. Connect to a Wi-Fi.
- Manually Connect: Input the Wi-Fi name and the Wi-Fi password, click Save.
- Select from Network List: Select a target Wi-Fi from the Network list. Click
Connect and input Wi-Fi password and click Connect.
4. Click WLAN to enter the WLAN page.
Wi WLAN
DHCP :
P Address 10.22.97.237
255.255.255.0
10.22.97.254
00:95:6
10.1.7.77
10.1.7.88
[ oo |
Figure 2-3 WLAN Settings Page
5. Set IP Address, Subnet Mask, Gateway Address, and DNS Server Address.
EE] Note
If enable DHCP, the device will gain the Wi-Fi parameters automatically.
6. Click Save.
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2.2.3 Cellular Network

Set the cellular network parameters if you insert a SIM card inside the device. By
using the cellular network, the device can upload alarm notifications to the alarm
center.

Before You Start
Insert a SIM card into the device SIM card slot.

Steps

1. Click Communication Parameters - Cellular Data Network Parameters to enter
the Cellular Data Network Settings page.

Cellular Data Network Settings

Enable Wireless Dial ()
Access Number
User Name
Access Password
APN
PIN Code
sage Limit ‘)
Data Used This Month 0.( M
Data Threshold 100 M

Figure 2-4 Cellular Data Network Settings Page
Enable Wireless Dial.

Set the cellular data network parameters.
Access Number

Input the operator dialing number.
User Name

Ask the network carrier and input the user name.
Access Password

Ask the network carrier and input the password.
APN
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Ask the network carrier to get the APN information and input the APN
information.

Data Usage Limit

You can enable the function and set the data threshold every month. If data
usage is more than the configured threshold, an alarm will be triggered and
uploaded to the alarm center.

Data Used This Month

The used data will be accumulated and displayed in this text box.

4. Click Save.

2.2.4 Hik-Connect

If you want to register the device to the Hik-Connect mobile client for remote
configuration, you should set the Hik-Connect registration parameters.

Before You Start

» Connect the device to the network via wired connection, dial-up connection, or
Wi-Fi connection.

» Set the device IP address, subnet mask, gateway and DNS server in the LAN.
Steps

1. Click Communication Parameters - Hik-Connect Registration Parameters to
enter the Hik-Connect Registration Settings page.
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Hik-Connect Adding Settings

v Register to Hik-Connect

Hik-Connect Adding Status Online
Server Address dev.sgp.ezviz7.com
Communication Mode Wired Network Priority

Verification Code esceee

Figure 2-5 Hik-Connect Registration Settings Page
2. Check Register to Hik-Connect.

DI] Note

By default, the device Hik-Connect service is enabled.

You can view the device status that in the Hik-Connect server.

3. Enable Custom Server Address.
The server address is displayed in the Server Address text box.
4. Select a communication mode from the drop-down list according to the actual

device communication method.
Auto

The system will select the communication mode automatically according to
the sequence of wired network, Wi-Fi network, and cellular data network.

Wired Network Priority
The system will select wired network only.
Wired &Wi-Fi

The system will select wired network first. If no wired network detected, it
will select Wi-Fi network.

Cellular Data Network

The system will select cellular data network only.

10
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5. Optional: Change the authentication password.

[:B] Note

» By default, the authentication password is displayed in the text box.

* The authentication password should contain 6 to 12 letters or digits. For
security reasons, an 8-character password is suggested, which containing
two or more of the following character types: uppercases, lowercases, and
digits.

6. Click Save.
2.3 Alarm Settings

2.3.1 Alarm Center

You can set the alarm center's parameters and all alarms will be sent to the
configured alarm center.

Steps

1. Click Communication Parameters - Alarm Center Parameters to enter the
Alarm Center Settings page.

Alarm Center Settings

@
Protocol Type HTTP
P
10.22.97.233 (]
0
User Name admin01 (]

Figure 2-6 Alarm Center Parameters

2. Select a protocol type from the drop-down list, select a server address type from
the drop-down list, set the server address, port No., and the user name.

11
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DI] Note

The protocol type HTTP is the Hikvision private protocol.

3. Click Save.

2.3.2 Notification Push

When an alarm is triggered, if you want the send the alarm notification to the client,
alarm center, cloud or mobile client, you can set the notification push parameters.

Steps
1. Click Communication Parameters - Message Notification .

2. Enable the target notification.
Alarm and Tampering Event Notification

The device will push notifications when the zone alarm is triggered or the
device tamper alarm is triggered or restored.

Safety Event Notification

The device will push notifications when fire alarm, gas alarm, or medical
alarm is triggered.

System Status Notification
The device will push notifications when any status in the system is changed.
Operation Event Notification

The device will push notifications when the user operate the device.

DI] Note

If you want to send the alarm notifications to the mobile client, you should also
set the Mobile Phone Index, SIM Card No., and check the Notification Type.

3. Click Save.

2.3.3 Zone

You can set the zone parameters on the zone page.
Steps

1. Click Wireless Device -» Zone to enter the Zone page.

12
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Zone Management
Zone Name Type Stay Arming Bypass Mute Doorbell  Link Wireless Detector  Settings
1 wirelessZone1 Panic Zone Disable Disable Disable Link & A
2 wirelessZone2  24H Sikent Z. Disable Disable Disable Link
3 wirelessZone3 Instant Zone Disable Disable Disable Not Linked
4 wirelessZoned Instant Zone Disable Disable Disable Not Linked
wirelessZones Instant Zone Disable Disable Disable Not Linked
6 wirelessZones Instant Zone Disable Disable Disable Not Linked
7 wirelessZoneT Instant Zone Disable Disable Disable Not Linked
E wirelessZones Instant Zone Disable Disable Disable Not Linked
° wirelessZoned Instant Zone Disable Disable Disable Not Linked
10 wirelessZone10  Instant Zone Disable Disable Disable Not Linked
11 wirelessZone11  Instant Zone Disable Disable Disable Not Linked
12 wirelessZone12  Instant Zone Disable Disavle Disable Not Linked
13 wirelessZone13  Instant Zone Disable Disable Disable Not Linked M

Figure 2-7 Zone Page

Select a zone and click €§} to enter the Zone Settings page.
3. Edit the zone name.

4. Select a zone type.
Instant Zone

The system will immediately trigger an alarm when it detects triggering
event after system armed. Detectors can be set as this type, which can be
used in places such as supermarket.

Delayed Zone

Exit Delay: Exit Delay provides you time to leave through the defense area
without alarm.

Entry Delay: Entry Delay provides you time to enter the defense area to
disarm the system without alarm.

The system gives Entry/Exit delay time when it is armed or reentered. It is
usually used in entrance/exit route (e.g. front door/main entrance), which is
a key route to arm/disarm via operating keyboard for users.

DI] Note

You can set the delayed time duration in System - Schedule & Timer .

Follow Zone

The zone acts as delayed zone when it detects triggering event during system
Entry Delay, while it acts as instant zone otherwise. It is usually set in the
living room or hall with perimeter delayed zones at the same time.

13
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Perimeter Zone

The system will immediately alarm when it detects triggering event after
system armed. There is a configurable interval between alarm and siren
output, which allows you to check the alarm and cancel the siren output
during the interval time in case of false alarm. It is usually used in the
perimeter area, such as doors and windows.

When the zone is armed, you can set the peripheral alarm delayed time in
System - Schedule & Timer . You can also mute the siren in the delayed
time.

24H Silent Zone

The zone activates all the time without any sound/siren output when alarm
occurs. It is usually used in the sites equipped with panic button (e.g., bank,
jewelry store).

Panic Zone

The zone activates all the time. It is usually used in the sites equipped with
panic button, smoke detector and glass-break detector.

Fire Zone

The zone activates all the time with sound/siren output when alarm occurs.
It is usually used in fire hazardous areas equipped with smoke detectors and
temperature sensors.

Combustible Gas Zone

The zone activates all the time with sound/siren output when alarm occurs.
It is usually used in areas equipped with gas detectors (e.g., the kitchen).

Medical Zone

The zone activates all the time with beep confirmation when alarm occurs. It
is usually used in places equipped with medical emergency buttons.

Timeout Zone

The zone activates all the time. It alarms when the event you defined does
happen throughout a configurable period. It is usually used in places
equipped with magnetic contacts (e.g., fire hydrant box's door).

Shield Zone

Alarms will not be activated when the zone is triggered or tampered. It is
usually used to disable faulty detectors .

Enable Stay Arming Bypass, Doorbell, or Mute according to your actual needs.

14
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EB] Note

Some zones do not support the function. Refer to the actual zone to set the
function.

6. Enable Link Wireless Detector , input the serial No., and set the linked camera
No.

7. Click OK.

D}] Note

After setting the zone, you can enter Status -» Zone to view the zone status.

2.3.4 Alarm Schedule

You can set the delayed time duration for the delayed zone and the delayed time to
exit the zone. You can also set the alarm schedule. The zone will be armed/disarmed
according to the configured time schedule.

Steps
1. Click System -> Schedule & Timer to enter the Schedule & Timer page.

15
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Schedule & Timer Management
Delay 1 30 s
Delay 2 60 s
Exit Delay 60 s
Auto A

Time 2
Auto Disarming

Time i
Late to Disarm

Time @B
Perimeter Alarm Delayed Time 60 s
Alarm Duration 60 s

Save

Figure 2-8 Schedule & Timer Page

2. Set time duration of Delay 1, Delay 2, or Exit Delay respectively.
Delay 1/Delay 2

If you have set the delayed zone, you can set the delayed time duration here.

EE] Note

The available time duration rage is from 5s to 600s.

Exit Delay

If the you want to exit the zone without triggering the alarm, you can set the
exit delay duration.

EE] Note

The available time duration rage is from 5 s to 600 s.

3. Optional: Set the following parameters according to actual needs.
Auto Arming

Enable the function and set the arming start time. The zone will be armed
according to the configured time.

16
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[:B] Note

The auto arming time and the auto disarming time cannot be the same.

Auto Disarming

Enable the function and set the disarming start time. The zone will be
disarmed according to the configured time.

D}] Note

The auto arming time and the auto disarming time cannot be the same.

Late to Disarm

Enable the function and set the time. If the alarm is triggered after the
configured time, the person will be considered as late.

DI] Note

You should enable the Operation Event Notification function in
Communication Parameters - Message Notification before enabling the
Late to Disarm function.

Weekend Exception
Enable the function and the zone will not be armed in the weekend.
Perimeter Alarm Delayed Time

If you have set the perimeter zone, you can set the delayed time for the
zone.

[:E] Note

The available time duration range is from 0 s to 600 s.

Alarm Duration

Set the time duration of the alarm.

EE] Note

The available time duration range is from 5 s to 600 s.

4. Click Save.

2.3.5 Output

If you want to the link the device with a relay output to output the alarm, set the
output parameters.

17
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Steps

1.

2.

Click Wireless Device - Output to enter the Output page.

Output
Relay Name LinkEvent  Output Delay ~Link Wireless Output Module Wireless Output Module  Settings
1 relayt Manual 60 Not Linked 0 o
2 relay2 Manual 60 Not Linked 0
3 relay3 Manual ) Not Linked 0
4 relays Manual 60 Not Linked 0
relays Manual 0 Not Linked 0
6 relays Manual ) Not Linked 0 3
7 relay? Manual 60 Not Linked 0
8 relays Manual 60 Not Linked 0
9 relaye Manual 2 Not Linked 0
10 relay10 Manual 60 Not Linked 0
1" relay11 Manual 60 Not Linked 0

Figure 2-9 Output Page
Add a wireless output module.
1) Click Wireless Output Module.

Wireless Output Module X

Add

List

Wireless Output Module Serial No. Operation

Figure 2-10 Wireless Output Module Settings
2) Select a wireless output module number from the drop-down list.
3) Input the serial No. of the wireless output module.
4) Click Add.

Click {é} and the Relay Settings window will pop up.

18
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Relay Settings X

Relay

Name
Link Event
Output Delay

Link Wireless Output Module

No.

Output Channel

relay1
Manual

60

Figure 2-11 Relay Settings Page

4. Edit the relay name, select a link event, and set the output delay time duration.

DI] Note

If the relay has linked to the wireless output module, the wireless output module
information will be displayed in the Link Wireless Output Module area.

5. Click OK.

EE] Note

After the relay is configured, you can click Status = Relay to view the output

status.

2.3.6 Siren

If you want to link the security control panel to a siren to report an alarm when the
alarm is triggered, you can set the siren parameters.

Steps

1. Click Wireless Device -» Siren to enter the Siren page.
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Siren Management

siren Name Volume Link Wireless Siren Settings.
1 sirent 0 Not Linked

2 siren2 0 Not Linked

Figure 2-12 Siren Page

[y
Click %2 to enter the Siren Settings page.

3. Set the siren name and the volume.

EE] Note

The available siren volume range is from 0 to 3.

4. Optional: Enable Link Wireless Siren and set the siren serial No.

DI] Note

Some detectors may not support this function.

5. Click OK.

[E] Note

After the siren is configured, you can click Status - Siren to view the siren
status.

2.3.7 Repeater

If the detector is far away from the control panel, set the repeater parameters to
enlarge the signal.

Steps

1. Click Wireless Device -» Repeater to enter the Repeater page.
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Repeater

Repeater Name Link Wireless Repeater Settings
1 repeatert Not Linked &

2 repeater2 Not Linked

Figure 2-13 Repeater Page

Click '{é} to set the repeater parameters.

Repeater 1
Name repeater1
Link Wireless Repeater

Serial No.

Figure 2-14 Repeater Settings
Edit the repeater's name.
4. Enable Link Wireless Repeater and input the repeater serial No.
Click OK.

EE] Note

After setting the repeater, you can enter Status -» Repeater to view the repeater
status.

2.4 Video Management

You can add two network cameras to the wireless security control panel, and link the
camera with the selected zone for video monitering. You can also reverf d view
the event video via client and Email. @

2.4.1 Add Cameras to the Security Control Panel
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Steps

1. Click System -> Network Camera to enter the network camera management
page.

»

Figure 2-15 Network Camera Management

2. ClickAdd, and enter the basic information of the camera, such as camera name,
IP address, and port No..

3. Enter the user name and password of the camera.
4. Click Save.

D}] Note

You can add two network cameras for a wireless sec| —tontrol panel.

1. Optional: ClickEditorDeleteto edit or delete the selected camera.

2.4.2 Link a Camera with the Zone

Steps

1. Click Wireless Device -» Zone to enter the configuration page.
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Detector Type

Mute

1
wirelessZone1
Panic Zone -

Panic Button -

Link Wireless Detector [ @)

Serial No.

Q00095843

Linked Camera No. 1 -

o

Figure 2-16 Zone Management

2. Select a zone needs video monitoring, and click the Setti

L vt
B sysem

B Wreless Dovce

%.
Lok Wareess Setings

Zome Mansgement
Zome Name Type  SayAmiogBypsss  Mas  Doorbel
1 st Paczms  Daste Due  Dssie ™ ® A
2 ez 2z Dutie Ousie  Duti ™ ® &=
3 wesdow)  maeZwe st Ousie Dase Notlikad @
4 et niZow  Duae Dsse Dste Nottrkad ®
S el maeZwe  Ouste Ousie  Das Notlikad ®
6 et mniZes  Duse Ouie Dase Notlinkad ®
7 weedowl  maeZws  Ouate Ousie  Das Nottrkad ®
5 et anZes  Dsae Ousie  Dawe Nttirkad ®
9 weezows  wiZos  Duae Ousie Dase Nottnkaa ®
0 wlnZoe0  isZoe  Dube Ousie Dase Nottnkaa @
N wenZoatt o Dube Ousie Dase Nottikaa ®

Figure 2-17 Zone Configuration

3. Select the Linked Camera No..

e

2.4.3 Set Email to Receive Alarm Video

Steps

1. Click Communication Parameters - Event Video Transfer via Email to enter the

page.
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Figure 2-18 Event Video Transfer via Email
Click the block to enable the function.
Enter the sender's information.
Enter the receiver's information.
ClickReceiver Address Testand make sure the address is correct.
Clicks

o n kW

2.4.4 Set Video Parameters

Steps
1. Click Video&Audio -» Event Video Parameters to enter the page.

Figure 2-19 Video Settings

2. Select a camera and set the video parameters.

Stream T\tr%]
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Main Stream: Being used in recording and HD preview, it has a high
resolution, code rate and picture quality..

Sub-Stream: It is us@ransmit network and preview pictures as a video
streaming with featufes of lower resolution, bit rate and picture quality..

Bitrate Type

Select the Bitrate type as constant or variable.
Resolution

Select the resolution of the video output
Video Bitrate

The higher value corresponds to the higher video quality, but the better
bandwidth is required.

2.5 Permission Management

2.5.1 Add/Edit/Delete User

Administrator can add user to the security control panel, edit the user information,
or delete the user from the security control panel. You can also assign different
permissions to the new user.

Steps
1. Click User Management - User to enter the User Management page.
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User Management

t Add
[J No. User Name User Type
1 admin Administrator

2 setter Installer

Figure 2-20 User Management Page
2. Click Add.

3. Set the new user's information in the pop-up window, including the user type,
the user name, and the password.
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Add User X

User Information

User Type Normal User -
User Name [x]
Password LXIYITY
Confirm Password esccee
Keyboard Password CXIIIY)
User Permission
Permission

Message Notification
Zone Bypass

Duress

Figure 2-21 Add User Page
4. Check the checkboxes to set the user permission.

The user can only operate the assigned permissions.

Click OK.

Optional: Select an user and click Edit and you can edit the user's information
and permission.

7. Optional: Delete a single user or check multiple users and click Delete to delete
users in batch.

[:E] Note

The admin and the setter cannot be deleted.

2.5.2 Add/Edit/Delete Keyfob
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You can add keyfob to the security control panel and you can control the security
control panel via the keyfob. You can also edit the keyfob information or delete the
keyfob from the security control panel.

Steps
1. Click User Management -> Keyfob to enter the Keyfob Management page.

Keyfob Management

- A

] No. Serial No. Name Permission Operation

Figure 2-22 Keyfob Management
Click Add and press any key on the keyfob.

3. Set the keyfob parameters.
Name

Customize a name for the keyfob.
Permission Settings

Check different items to assign permissions.
Single Key Settings

Select from the drop-down list to set | key and Il key's functions
Combination Keys Settings

Select from the drop-down list to set combination keys' functions.

4. Click OK.

Optional: Click g to edit the keyfob information.

6. Optional: Delete a single keyfob or check multiple keyfobs and click Delete to
delete the keyfobs in batch.
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2.5.3 Add/Edit/Delete Card

You can add card to the security control panel and you can use the card to arm/
disarm the zone. You can also edit the card information or delete the card from the
security control panel.

Steps
1. Click User Management - Card to enter the Card Management page.

Card Management

No. Serial No. Name Operation

o1 652868581 a Za

Figure 2-23 Card Management
Click Add and place a card on the card swiping area.
Customize a name for the card in the pop-up window.

Click OK and the card information will be displayed in the list.

CA S

Optional: Click % and you can change the card name.

6. Optional: Delete a single card or check multiple cards and click Delete to delete
cards in batch.

2.6 System Settings

2.6.1 System Settings

You can set the device time zone, synchronize device time, set the DST time, and set
option parameters.
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Time Management

Click System -» Device Time - Time Management to enter the Time
Management page.

Time Management  DST Management

Time Zone

(GMT+08:00) Beijing, Urumai, Singapore

Manual Time Sync

2018-09-09 18:38:36 ]

Figure 2-24 Time Management
You can select a time zone form the drop-down list.

You can synchronize the device time manually. Or check Sync. with
Computer Time to synchronize the device time with the computer time.

DST Management

Click System - Device Time -> DST Management to enter the Time
Management page.

me Management  DST Management

@

60Minute

April - | |First -| |Sunday -| |02

October - | Last ~| Sunday - 02

a

Figure 2-25 DST Management
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You can enable the DST and set the DST bias, DST start time, and DST end
time.

Option Management

Click System -» Option Management to enter the Option Management
page.

Set the following parameters as you desired.

Installer Not Allowed

If the option is enabled, the installer cannot login the system and
operate the device.

Wireless Peripherals Management

If the option is enabled, the system will detect the peripheral's
heartbeat. If no peripheral's heartbeat detected, the system will upload
an event.

Disarming Failed: Zone Fault

If the option is enabled and there's fault occurred in the zone, you
cannot arm the zone.

System Fault Report

If the option is enabled, the device will upload the system fault report
automatically.

Disable Function Key
If the option is enabled, all function keys will be disabled.
Network Camera Disconnection Detection

If the option is enabled, when the linked network camera is
disconnected, an alarm will be triggered.

System Volume

The available system volume range is from 0 to 10.
2.6.2 Security

You can enable or disable SSH (Secure Shell) according to your actual needs. You can
also set the user locking parameters and unlock the user.
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Click System -» Security Settings - SSH Settings to enter the SSH Settings
page and you can enable or disable the SSH function.

Click System -> Security Settings - Locking User Settings to enter the
target page. You can set the following parameters:

Max. Failure Attempts

If the user continuously input the incorrect password for more than the
configured time, the account will be locked.

[:E] Note

The administrator has two more attempts than the configured value.

Locked Duration

Set the locking duration when the account is locked.

[El Note

The available locking duration is 5s to 1800s.

You can also view the locked user information. Click CJ to unlock the
account or click Unlock All to unlock all locked users in the list.

Click Save.

2.6.3 Security

You can enable or disable SSH (Secure Shell) according to your actual needs. You can
also set the user locking parameters and unlock the user.

Click System -» Security Settings - SSH Settings to enter the SSH Settings
page and you can enable or disable the SSH function.

Click System -> Security Settings - Locking User Settings to enter the
target page. You can set the following parameters:

Max. Failure Attempts

If the user continuously input the incorrect password for more than the
configured time, the account will be locked.

[E] Note

The administrator has two more attempts than the configured value.

Locked Duration
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Set the locking duration when the account is locked.

D}] Note

The available locking duration is 5s to 1800s.

You can also view the locked user information. Click L to unlock the
account or click Unlock All to unlock all locked users in the list.

Click Save.

2.6.4 Local Log Search

You can search the log on the device.

Click System -» Local Log Search to enter the Local Log Search page.

Local Log Search

AlType . AllType

2160503000000 B scsas 5958 a

Figure 2-26 Local Log Search Page

Select a major type and a minor type from the drop-down list, set the log start time
and end time and click Filter. All filtered log information will be displayed in the list.

You can also click Reset to reset all search conditions.

2.7 Query

2.7.1 Status

After setting the zone, repeater, and other parameters, you can view their status.
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Click Status. You can view the status of zone, relay, siren, battery, communication,
and repeater.

2.8 Security Control Panel Operation

You can manage and control partitions and it's related zones in the Security Control
Panelmodule.

[:B] Note

If there is no Security Control Paneldosplayed on the Control Panelpage, click
Selecting Modules, and selectSecurity Control Panel.

2.8.1 Operate on the Partition

In the Security Control Panelmodule, you can control the selected partition, such as
away arming, stay arming, instant arming, disarming, clearing alarm, group bypass,
and group bypass restoring.

DI] Note

The wireless security control panel only have one partition.

_ @ AwayArming Q& StayArming @ Instant Ar. Q Disarming  #® Clear Alarm Group By, 9 GroupByp... / Modify

Status. Arming Status Linked Zone

Normal

Normal

AEAECEEEEEAE
299 9992929¢9
<< << <)< ¢

ub-system8 Normal

Figure 2-27 Partition Operation
ClickEditto edit the partition name and display options.
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Modify Partition Name x

Partition No. Partition Name Display Status
01 Sub-system1 9 Show Hide
02 Sub-system2 9 Show Hide
03 Sub-system3 9 Show Hide
04 Sub-system4 9 Show Hide
05 Sub-system5 9 Show Hide
06 Sub-system6 9 Show Hide
07 Sub-system7 9 Show Hide
08 Sub-system8 9 Show Hide
oK Cancel

Figure 2-28 Editing Partition Information

2.8.2 Operate on the Zone

Click Linked Zonein the partition list of the Security Control Module. You can control
the selected partition related zones, such as arming, disarming, bypass, or bypass
restoring.

Zone Operation x

| Arm | Disarm Bypass Bypass Recovery.
Zone No Zone Name Zone Status Live View
Total: 0 Page: 1/1 Item perPage: Self-adaptive v Page Go

Figure 2-29 Zone Operation
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3 Security Control Panel Management via
Mobile Client

Enter ac;%:ldescription of your concept here (optional).

Thisis t rt of your concept.

3.1 Download and Login the Mobile Client

You should download the Hik-Connect mobile client from Google Play (for Android)
or App store (for iOS) and login the client before operating the Axiom security
control panel.

Steps

1. Search and download Hik-Connect mobile client from Google Play (for Android)
or App Store (for iOS).

2. Optional: Register a new account if it is the first time you use the Hik-Connect
mobile client.

DI] Note

For details, see User Manual of Hik-Connect Mobile Client.

3. Run and login the client.

3.2 Add Control Panel to the Mobile Client

You should add a control panel to the mobile client before other operations.
Steps
1. Power on the control panel.

2. Select adding type.

code on the control panel.

Tap . = -> Scan QR Code to e@e Scan QR code page. Scan the QR
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EE] Note

Normally, the QR code is printed on the label sticked on the back cover of
the control panel. (=

Tap == - Manual Adding to enter the Add Device page. Input the
device serial No. with the Hik-Connect Domain adding type.

3. Connect to a network.

1) Tap Connect to a Network.

O
U

HIKVISION

Serial No.:Q98998856

The device is offline.

Connect to a Network

Figure 3-1 Connect to a Network Page
2) Tap Wireless Connect on the Adding Type page.

3) Follow the instructions and change the control panel to the AP mode. Tap
Next.

4) Select a stable Wi-Fi for the device to connect and tap Next.
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[:B] Note

Make sure the device and the mobile phone are connect to the same Wi-Fi.

Follow the instructions on the mobile client and connect the mobile phone with
the control panel via wireless connection.

Create a device password for device activation.

D}] Note

We highly recommend you to create a strong password of your own choosing
(using a minimum of 8 characters, including at least three kinds of following
categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we
recommend you reset your password regularly, especially in the high security
system, resetting the password monthly or weekly can better protect your
product.

Enter the device verification code and fzii{K.

DI] Note e

By default, the verification code is on the device label.

Follow the instructions and change the control panel to the Station mode. Tap
Next.

When the control panel is adding completed, tap Finish.
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*

Adding completed.!

Alias DS-PWA32-HSR(Q98998856)

Figure 3-2 Adding Completed Page

The control panel is in the list on the Hik-Connect page.

9. Tap Finish.

3.3 Add Peripheral to the Control Panel

You should add peripheral to the control panel before performing other operations
such as arming or disarming.

Before You Start
Make sure the control panel is disarmed.

39



Axiom Security Control Panel User Manual

Steps

[:B] Note

Some control panel models do not support add zones or wireless devices remotely.
You should add them to the control panel directly. For details, see the user manual
of the wireless device.

1' .-=
Tap . to enter the Scan QR Code page.
2

Scan the peripheral's QR code to add the peripheral.

3. Select a peripheral type, and create a name for the peripheral.

EE] Note

*  When the adding peripheral is a detector, the detector will be linked to the
zone. You can view the detector information in the Zone tab.

» Up to 32 detectors can be linked to the zone.

The added peripheral will be listed in the Zone tab or the Wireless Device tab.

3.4 Set Zone

After the detector is added, you can set the zone, including the zone name, the zone
type, zone bypass, linked camera, stay/away status, the siren, and the silent zone.
You can also view the detector serial No. and the detector type of the zone.

Steps

1. Tap azone in the Partition page to enter the zone settings page.
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.- wirelessZone2

Serial No. Q98765437
Detector Type  Dual Technology Motion Detector

Zone Type Instant Zone

Zone Bypass

Link Camera camera 1@Q98999109

Stay/Away

Chime when the zone is triggered

Chime

No siren will be triggered

Enable Silent Zone

Delete Device

Figure 3-3 Zone Settings Page

2. Set the following parameters as you desired.
Zone Type

Select a zone type from the zone type list. You can tap ? to view each zones'
definition.
Zone Bypass

Enable the function and the zone will be bypassed. No alarm will be received
while the zone is bypassed.

Link Camera

You can link the zone to cameras. When an alarm is triggered, you can
monitor the zone via the linked cameras.

Stay/Away
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Enable the function and the zone will be auto bypassed when the zone is in
stay or away status.

Chime

Enable the function and the zone will be start audible alarm when it is
triggered.

Enable Silent Zone

Enable the function and no siren will be triggered if an event or alarm
occurs.

3.5 Add a Camera to the Zone

You can link a camera to the zone to monitor the zone. You can view the alarm
videos when an alarm is triggered.

Before You Start
Make sure you have installed the camera in the target zone and the camera has
connected the same LAN as the security control panel's.

Steps

1. Tap a security control panel on the Hik-Connect page and tap Zone to enter the
zone list page.

Select a zone to enter the zone settings page.

3. Tap Link Camera to enter the Link Camera page.

Aarmint

Available Cameras

Figure 3-4 Link Camera Page

4. Select a camera in the available cameras, and tap Link.
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The selected camera will be linked to the zone. The icon will be
displayed on the right of the zone in the zone list. Tap the icon to view the zone
live video.

3.6 Arm/Disarm the Zone

Arm or disarm the zone manually as you desired.

DI] Note

Axiom security control panel supports one partition.

On the Hik-Connect page, tap a security control device to enter the control panel
management page. Tap Away/Stay/Disarm to control the partition's status.

You can also tap Clear Alarm to clear the alarm when an alarm is triggered.
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& 868 &3

(@) Clear Alarm

Zone Wireless Device

Figure 3-5 Control Panel Management Page

3.7 Set Arming/Disarming Schedule

Set the arming/disarming schedule to arm/disarm a particular zone automatically.

Tap a security control panel to enter the control page and tap : or

to enter the Settings page.
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Enable the auto arm/disarm function and set the auto arm time/auto disarm time.
You can also set the late to disarm time, entry delay time, exit delay time, and siren

delay time.

Alarm Duration 10s
Auto Arm )
Auto Arm Time 21:00
Auto Disarm L )
Auto Disarm Time 09:00
Late to Disarm )
Late to Disarm Time 08:59
Weekend Exception W,

Entry Delay 1 5s
Entry Delay 2 10s
Exit Delay 10s

Figure 3-6 Arming or Disarming Schedule Page

3.8 Bypass Zone

When the partition is armed, you can bypass a particular zone as you desired.

Before You Start
Link a detector to the zone.

Steps
1. Select a zone in the Zone tab of the Partition page.

2. Select a zone and enter the Settings page.

45



Axiom Security Control Panel User Manual

.- wirelessZone2

Serial No. Q98765437
Detector Type  Dual Technology Motion Detector

Zone Type Instant Zone

Zone Bypass

Link Camera camera 1@Q98999109

Stay/Away

Chime 1€

Chime

No siren will be triggered

Enable Silent Zone

Delete Device

Figure 3-7 Zone Settings Page
3. Enable Zone Bypass and the zone will be in the bypass status.

The detector in the zone does not detect anything and you will not receive any
alarm from the zone.

3.9 Add Card

You can add card to the control panel. Use the card to arm, disarm, or clear alarm.

Steps

1. Select a control panel on the Hik-Connect page to enter the control panel
management page.
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& 868 &3

(@) Clear Alarm

Zone Wireless Device

Figure 3-8 Control Panel Management Page

Tap : -> Card/Tag Management to enter the Card/Tag Management
page.

Tap .I

When hearing the voice prompt "Swipe Card", you should present the card on
the control panel card presenting area.

When hearing a beep sound, the card is recognized.

Create a card alias and tap Finish.

I:E] Note

The alias should contain 1 to 32 characters.
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The card is displayed in the Card/Tag Management page.

3.10 Add Keyfob

You can add keyfobs to the control panel and control partition arming/disarming
status. You can also clear alarm when an alarm is triggered.

Steps

DI] Note

Make sure the keyfob's frequency is the same as the control panel's.

1. .=
Tap . to enter the Scan QR Code page.
2

Scan the keyfobs' QR code to add the keyfob.
Create a name for the keyfob and tap OK.
The keyfob is listed in the Wireless Device page.

4. Optional: You can view the keyfob's serial No. and you can also delete it.

3.11 Check Alarm Notification

When an alarm is triggered, and the you will receive an alarm notification. You can
check the alarm information from the mobile client.

Before You Start

» Make sure you have linked a zone with a detector.

* Make sure the zone is not bypassed.

* Make sure you have not enabled the silent zone function.

Steps

1. Tap Message in the Hik-Connect page to enter the Message page.
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Message Edit

Today

Instant Zone Recovered
Instant Alarm

°
Instant Zone Recovered
Instant Alarm

°
Instant Zone Recovered

Instant 7ane Rernverad

y Input your questions or suggestions.

@ Feedback >

L]
® =9 ooe

Hik-Connect Message More

Figure 3-9 Message Page

All alarm notifications are listed in Message page.

2. Select an alarm and you can view the alarm details.
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Instant Alarm
14:49:1

Playback

Figure 3-10 Alarm Notification Page

3. Optional: If the zone has linked a camera, you can view the playback when the
alarm is triggered.

3.12 Check System Status (Zone Status/
Communication Status)

You can view the zone status and the communication status via the mobile client.

View Zone Status

In the Partition page, tap Zone to enter the Zone tab. You can view the each
zone's status in the list.
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Communication Mode

Tap E:] to enter the control panel settings page. You can view the device
communication status, including the battery, Ethernet network, Wi-Fi,
mobile network, and data usage.
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